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Ripartono le iscrizioni per CyberChallenge. IT e OliCyber
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CyberChallenge.IT: premiati gli hacker
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parlare...

D urante una partecipata cerimonia in presenza, il 1 luglio, sono stati
premiati i vincitori della sesta edizione di CyberChallenge.IT, il

programma italiano di formazione per i giovani talenti della sicurezza b precedente, che il 29 gennaio parteciperanno al test
informatica_oroanizzato dal Lahoratorio Nazionale di Cvhersecuritv

@ cybersecitalia.it

Oltre mille aspiranti hacker in piu rispetto all’edizione

nazionale per selezionare gli oltre 700 giovani trai 16 e i
24 anni che saranno ammessi alla scuola di formazione
avanzata per hacker etici.

& cybersecnatiabit

CHISIAMO  WEBSERIES ATTVITA FORMAZIONE BANDIECALL NEWS  CONTATTI Sono 5.344 le studentesse e gli studenti candidati per accedere a Cyberchallenge.IT, il
programma di formazione sulla sicurezza informatica del Laboratorio nazionale di
cybersecurity del Cini (Consorzio interuniversitario nazionale per I'informatica) giunto alla
sesta edizione. Oltre mille aspiranti hacker in piu rispetto all’edizione precedente, che il 29
gennaio parteciperanno al test nazionale per selezionare gli oltre 700 giovani trai 16 e i 24

anni che saranno ammessi alla scuola di formazione avanzata per hacker etici.

Il nuovo record di iscrizioni conferma il crescente interesse dei giovani verso le tematiche
legate al digitale e alla sicurezza informatica e dimostra I’efficacia del progetto pensato dal
Laboratorio, che quest’anno annovera un’ulteriore crescita anche degli istituti associati.
Nell’edizione del 2022, infatti, CyberChallenge.IT potra contare su un totale di sedi — due in

piu rispetto all’anno scorso -, di cui 32 universita, il Centro di Competenza Cybersecurity

Toscano, il Comando per la Form: e e Scuola di Applicazione dell’Esercito di Torino e

I’Accademia Aeronautica di Pozzuoli.
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Cosa e’

Reversing
Buffer Overflow,
ROP,
Format String,

Sniffing,
Port Scanning,
Traffic Analisys,

Firewall,
IDS,

SLA Management,

Patching

Sicurezza
Software

Sicurezza Web

Sicurezza delle
Reti

Crittografia

Attacco/Difesa

Sicurezza
Hardware

SQL Injection,
Code injection,
XSS, CSRF, SSRF,

MITM,
Padding Attack,
BitFlip Attack,
LowExponent
Attack,

Side Channels,
Hardware
Backdoors,

Circuit Analisys,

Etica
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Perché

dovrei
partecipare?

@ cyberchallenge.it

Progetto Partecipa Carriera Risorse
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Progetto Partecipa Carriera Risorse

BER
HALLENGEIT
da piu di 5000 iscritti.

Classifica nazionale

La finale nazionale di CuberChallenge.IT 2023 si & svolta in presenza, nelle giornate dal 28 Giugne al 1° Luglio 2023,
presso il Campus ONU ITCILO di Terino.
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CyberChallenge.IT

Attack/Defense CTF
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Programma

_—

Registrazioni Pretest Test Lezioni e

online 4 Feb, 2023 d'ammissione addestramenti
2 Nov - 2 Feb, 2023 7 Feb, 2023 Feb - Mag, 2023

Come Partecipare?

Registrazioni non ancora aperte

Competizioni

locali
31 Mag, 2023

Competizione

nazionale
29 Giu - 30 Giu, 2023




KINnd4SUS Team
https://discord.gg/Fd2ZTuW7sW

https://k1nd4sus.it/



https://discord.gg/Fd2ZTuW7sW
https://k1nd4sus.it/
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Materiale di addestramento
In questa pagina trovi puntatori e riferimenti a tutto il materiale didattico disponibile dalle precedenti edizioni del
progetto che puoi usare per prepararti alla nuova edizione.
Pretest Pretest Pretest
» Simulazione » Simulazione » Simulazione
@ Soluzioni commentate @ Soluzioni commentate @ Soluzioni commentate
Test Test Test
P Simulazione » Simulazione » Simulazione
@ Soluzioni commentate @ Soluzioni commentate @ Soluzioni commentate
Programming test Programming test Programming test
@ Soluzioni commentate @ Soluzioni commentate @ Soluzioni commentate
& Task 1- Diet - Testo & Task 1- Breakme - Testo & Task 1- Malware - Testo
& Task 1- Diet - Casi di prova & Task 1- Breakme - Casi di prova & Task 1- Malware - Casi di prova
B Tosk 2 - Decrypt - Testo & Task 2 - Reverse - Testo
& Task 2 - Decrypt - Casi di prova & Task 2 - Reverse - Casi di prova

Come prepararmi?

https://cyberchallenge.it/training




SSH Information

Host: bandit.labs.overthewire.org

Port: 2220
|

Level 0
Level 0 — Level 1
Level 1— Level 2
Level 2 — Level 3
Level 3 — Level 4
Level 4 — Level 5
Level 5 — Level 6
Level 6 — Level 7
Level 7 — Level 8
Level 8 — Level 9
Level 9 — Level 10
Level 10 — Level 11
Level 11 — Level 12
Level 12 — Level 13
Level 13 — Level 14
Level 14 — Level 15
Level 15 — Level 16
Level 16 — Level 17
Level 17 — Level 18
Level 18 — Level 19
Level 19 — Level 20
Level 20 — Level 21
Level 21 — Level 22
Level 22 — Level 23
Level 23 — Level 24
| evel 24 s | evel 25

@ overthewire.org
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Wetre hackers, and we are good-looking. We are the 1°

Wargames

Bandit

The Bandit wargame is aimed at absolute beginners. It will teach the basics needed to be able to play other wargames. If you notice something essential is missing or have ideas for
new levels, please let us know!

Note for beginners

This game, like most other games, is organised in levels. You start at Level 0 and try to “beat” or “finish” it. Finishing a level results in information on how to start the next level. The pages on
this website for “Level <X>" contain information on how to start level X from the previous level. E.g. The page for Level 1 has information on how to gain access from Level O to
levels in this game have a page on this website, and they are all linked to from the sidemenu on the left of this page.

LAl

You will encounter many situations in which you have no idea what you are supposed to do. Don’t panic! Don’t give up! The purpose of this game is for you to learn the basics. Part of

learning the basics, is reading a lot of new information. If you've never used the command line before, a good first read is this introduction to user comma

There are several things you can try when you are unsure how to continue:

First, if you know a command, but don’t know how to use it, try the manual (man page) by entering man <commands. For example, man Is to learn about the “Is” command. The
“man” command also has a manual, try itl When using man, press q to quit (you can also use / and n and N to search).

Second, if there is no man page, the command might be a shell built-in. In that case use the “help <X>" command. E.g. help cd

Also, your favorite search-engine is your friend. Learn how to use it! | recommend Googl

Lastly, if you are still stuck, you can join achat

You're ready to start! Begin with Level 0, linked at the left of this page. Good luck!

Note for VMs: You may fail to connect to overthewire.org via SSH with a “broken pipe error” when the network adapter for the VM is configured to use NAT mode. Adding the setting
IPQoS throughput to /etc/ssh/ssh_config shouldresolve the issue. If this does not solve your issue, the only option then is to change the adapter to Bridged mode.

Come prepararmi?

https://overthewire.org/wargames/bandit/
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D HACKTHEBOX _ ~
# Home I Training « E ) Login

Submita Challenge

oBfsC4t10n2

 CYBERSECURITY
' NATIONAL LAB

Upgrade to VIP

https://www.hackthebox.com

. H% Y 1 1 Portale di allenamento del
https -//t ra I n I ng . 0 | |Cybe r- It Laboratorio Nazionale di Cybersecurity
Hardware are challens Nuovo utente? Gia registrato?

Crypto 32 Crypto challeng & Registrati ) Login

Mobile

*+ Ultimi aggiornamenti &

Reversing

GamoPum 3 Aggiunte 34 nuove challenge

Customer Support E3 Aggiunte 19 nuove challenge [ 0/00/2022 ]
Forensics -

3 Aggiunte 16 nuove challenge

& dojo.pwn.college & picoctforg @ ¢

./ pwn.college ¥ Dojos >_ Workspace [J Desktop ® Chat &+ Register #1 Login Get Started Learn ~ Practice Compete ~ About ~ Login

pwn.college
Learn to hack!

picoGym is a noncompetitive practice space where you can explore and solve
challenges from previously released picoCTF competitions, find fresh never before
revealed challenges, and build a knowledge base of cyber security skills in a safe

- environment.

s Sl https://dojo.pwn.college

At the core of pwn.college is flags. How do you get those flags? Solve challenges. You can start a challenge by I
clicking on the tab at the top, selecting a module, clicking on a particular level, and hitting o i " Whether you are a cyber security professional, competitive hacker or new to CTFs you
order to access that challenge, you have two options. = oElol - will find interesting challenges in the picoGym that you can solve at your own pace.

. P
The first option is using the tab. This will present you with a fully functional development environment h | l ps ://p | Coctf' CO m Team picoCTF will regularly update this challenge repository so visit the picoGym often.

in your browser via Visual Studio Code. You can, for instance, quickly open a new terminal by pressing 1,
searching for , and pressing enter. Practice picoGym

The second option is using ssh. In order to ssh into your challenge instances, you must add a public ssh key to

> . You can quickly generate an ssh key by running in a terminal on your Cunix-
friendly) host machine. This will generate files key and , which are your private and public keys
respectively. Once you have linked your ssh key to your account, you can run to
connect into your challenge instance.

Once you are in a challenge instance, your goal is to get the contents of the file. Unfortunately for you, you

are executing as the user, but is only readable by the user. Fortunately, however, there are

challenge programs located inside of the directory, which when run, will run with the privileges of the
user. Solve the challenge to get the , and then submit it in order to complete the challenge!

Upcoming event
A e L ke dicectony Aetlehei Vo s 0L e s : i, SelLIGE S ——————




Link Utili

https://cyberchallenge.it/about
https://cyberchallenge.it/sponsor
https://cyberchallenge.it/register
https://cyberchallenge.it/venues
https://training.olicyber.it/

| am once again asking
If there are any questions Per dubbi o chiarimenti:

mirco.picca@studenti.unimi.it
https://t. me/Kribas
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